D espite efforts to reduce the stigmatization faced by persons with mental illness, consumers still encounter discrimination in most life domains (1, 2) . For this reason, it is believed that consumers will not seek treatment without the promise that what they disclose will be kept confidential (2-4). However, some disclosure of confidential treatment information is necessary for the provision of high-quality mental health care. For example, engaging consumers in the development of support networks to assist them in monitoring and managing symptoms of their illness is an important part of recovery. Without information about consumers' illness and treatment, however, the support that families can offer is limited.
Research indicates that more than 50 percent of consumers live with their families (5-7) and that 77 percent have regular contact with their families (8). Consequently, families tend to be primary members of consumers' support networks (9, 10) . Although studies show that collaboration between the provider, the consumer, and the consumer's family leads to fewer relapses and rehospitalizations (11) (12) (13) and current best practice guidelines recommend involving families in treatment (14) (15) (16) (17) (18) , few mental health providers routinely implement these guidelines (19) . One barrier to family involvement cited by providers and families is unclear confidentiality policies (3, (20) (21) (22) (23) (24) (25) (26) (27) (28) .
Confidentiality laws vary tremendously in nature, scope, and strength and have been described as "erratic," "confusing," and "inconsistent" (29) . In 1996 Congress acknowledged the inadequacies of these laws and mandated the development of the first federal privacy protection for health information (30) . Although the Federal Privacy Rule provides some guidance for releasing information to families, it was designed to set a floor for privacy protection and therefore does not preempt state laws that define more conservative standards.
Pennsylvania is one of 29 states with no statutory language guiding the release of information to families (31, 32) . Although states that do have Objective: Statutes, ethical standards, and local confidentiality guidelines have been developed to guide providers' decisions about releasing information from mental health records. However, confidentiality policies often do not specifically discuss the release of confidential information to the families of persons with mental illness. This study examined how providers and family members interpret and implement confidentiality policies about the release of information to families. Methods: Selfadministered surveys were completed by 59 providers from outpatient, partial hospitalization, and case management programs in Pennsylvania. In-depth interviews were also conducted with a subsample of eight providers. In addition, 68 families of persons with mental illness receiving services from these providers completed self-administered surveys. Results: Ninety-five percent of the providers interpreted confidentiality policies conservatively, believing that they could not share confidential information without the consent of the client, However, 54 percent were confused about the types of information that are confidential. Implementation of confidentiality policies varied among the providers. Regression analysis indicated that providers' perceptions of confidentiality as a barrier to collaboration were significantly associated with their attitudes toward collaboration between the providers, consumers, and family members. Few families understood the requirements of confidentiality policies or the types of information that are confidential. Conclusions: Confidentiality policies may be posing a barrier to collaboration between providers, consumers, and family members, which has been recommended by various experts for the treatment of mental illness. Clear guidelines for the release of confidential information to families are needed. (Psychiatric Services 54:1622-1628, 2003) statutory language differ in their procedures for releasing information to families, most require or strongly encourage written consent (33) . In states in which statutes are unclear or inconsistent, some local mental health systems have developed guidelines for interpreting the laws.
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Although the complexities of confidentiality policies are believed to hinder necessary communication between providers and families of persons with mental illness, little research exists examining how providers and families interpret and implement these policies. In this exploratory study we used cross-sectional analysis to examine providers' perceptions, understanding, and implementation of confidentiality and to explore factors that influence providers' interpretation and implementation of these policies. Families were also asked about their understanding of confidentiality and how providers have discussed these policies with their mentally ill relative.
Methods

Provider sample
Clinical staff from outpatient, partial hospitalization, and case management programs in two mental health agencies outside Philadelphia completed a self-administered survey in September 1999 (59 respondents, for a response rate of 84 percent). Approval was obtained from the University of Pennsylvania's institutional review board. Most providers who refused to participate worked in outpatient programs. Both agencies provided general training on confidentiality, reimbursed providers for work with families, and had no written policies, guidelines, or training for interpreting Pennsylvania statutes about the release of information to families.
In-depth interviews were conducted with eight providers. The subsample was selected on the basis of providers' survey responses, which were used to divide the providers into two categories: those who perceived confidentiality policies as a barrier to collaboration and those who did not. The subsample was expected to represent providers who had a variety of views about the release of information to families of persons with mental illness.
Family sample
Families were eligible for the study if they had a relative aged 18 years or older with a DSM-IV diagnosis of a schizophrenia-spectrum or major mood disorder who was receiving services from programs participating in the study. Family participants were required to have weekly contact with their ill relative, either in person or by telephone.
Procedures for recruiting eligible families included random selection of clients' files by providers, determination of whether families were eligible, and introduction of a research authorization form to the client, which permitted researchers to contact them. Providers were asked to repeat this procedure until they obtained three authorizations.
Of 174 clients who signed an authorization form, 102 (59 percent) provided permission to contact their family. Clients who refused stated that they were uncomfortable with their family being contacted or did not want to disturb them. In addition, 26 (26 percent) of the 102 families who were contacted refused to participate, and eight (8 percent) were not eligible for the study. Informed consent was received by telephone, and families completed the survey by mail. The final sample was 68 families.
Measures
The confidentiality process measures are shown in Tables 1 and 2 . Both providers and families were asked to respond to five statements to assess their interpretation of confidentiality policies. Two items assessed perceptions of whether confidentiality policies pose a barrier to collaboration, and three items measured understanding of the types of information that are confidential. Correct responses to these items were defined by the most conservative interpretation of existing law-specifically, that written consent is required for the release of identifying information from a medical record to any third party, including family members. Correct responses were summed to create a score ranging from 0 (all items incorrect) to 3 (all items correct).
Providers and family respondents were asked five questions to assess their implementation of confidentiality policies. In addition, providers who were interviewed were asked how and when information was released to families, factors that influenced whether they shared information, and strengths and weaknesses of the agency's procedures for releasing information to families.
Sociodemographic variables including gender, race, and education were measured. Providers' attitudes toward collaboration were assessed by measuring beliefs about causes of mental illness, given that research indicates that providers who believe that families cause mental illness are less likely to collaborate (34) (35) (36) . Rubin's scale (37) , which consists of Likert-format statements assessing degree of agreement with environmental and biological factors as causes of mental illness, was adapted and summed to obtain a provider attitude score (Cronbach's alpha=.73). All measures were pretested among ten providers and ten family members from nonparticipating agencies.
Analysis
Descriptive analyses were conducted in the provider and family samples by using SPSS (38). Three linear regression models were constructed to examine whether providers' attitudes toward collaboration were associated with three dependent variablesperception of confidentiality as a barrier, understanding of the types of information that are confidential, and implementation of confidentiality policies, with race, gender, education, professional discipline, and program affiliation controlled for. Missing data were handled through pairwise deletion.
Results
Characteristics of provider and family samples
Most of the providers in the sample were employed in the partial hospitalization program (29 providers, or 49 percent) or the case management program (15 providers, or 25 percent) and were salaried. However, one quarter of the providers worked in the outpatient program (15 providers, or 25 percent) and were contract employees. Most providers were women (50 providers, or 85 percent), were white (52 providers, or 88 percent), and had graduated from college (24 providers, or 41 percent) or graduate school (20 providers, or 34 percent). Providers' disciplines included psychology (25 providers, or 42 percent), social work (nine providers, or 15 percent), and counseling (eight providers, or 14 percent).
Most family respondents (56 respondents, or 82 percent) had relatives receiving partial hospitalization services, 11 (16 percent) had relatives receiving case management services, and one (2 percent) had a relative receiving outpatient services. Most family respondents were women (52 respondents, or 77 percent), were white (63 respondents, or 93 percent), were parents (43 respondents, or 63 percent), and had some college or post-high school education (37 respondents, or 54 percent).
Most families' consumer relatives were men (41 respondents, or 60 percent) and were white (63 respondents, or 93 percent); these consumer relatives ranged in age from 18 to 67 years, with a median and mean age of 40 years. Families reported that the average length of time since their relative became ill was 20 years (median, 20 years) and that on average their consumer relatives had been receiving services for seven years (median, 5).
Perception of confidentiality as a barrier
Most providers who completed the survey (40 providers, or 68 percent) and participated in interviews (five providers, or 63 percent) believed that confidentiality policies made it difficult to provide information to families, as can be seen from Table 1 . Providers who did not express that they had difficulties providing information to families described a more liberal interpretation of confidentiality policies-for example, "I don't request a consent to release (to families) . . . . The client is in agreement. They usually initiate all of this anyway."
Regression analysis, which controlled for race, gender, education, a For these items the response categories were all the clients on the provider's caseload, more than half the clients, less than half the clients, and none of the clients. Verbal permission received was assessed by asking the question "During the past six months, how many clients on your caseload have given you verbal permission to release information to a family member or significant other?" Written permission asked and received were assessed by asking "During the past six months, how many clients on your caseload have you asked to sign/have signed a form to release information to a family member or significant other?" b Data missing for three respondents c Data missing for six respondents professional discipline, and program affiliation, showed that providers who believed that confidentiality made it difficult to provide information to families were more likely to have negative attitudes toward collaboration (F=2.15, df=6, 43, p=.02).
One-third of the family respondents believed that their relative's right to confidentiality made it difficult for providers to share information with them (21 families, or 31 percent) ( Table 2) . Twenty-eight family respondents (41 percent) agreed with the statement that different providers had noticeably different views about releasing information to families, 14 family members (21 percent) disagreed, and 26 family members (38 percent) did not respond to this item. Eight of 26 families who did not respond (12 percent) had no provider contact.
Confidential versus nonconfidential information
Most providers believed that staff were clear about the types of information that are confidential (39 providers, or 66 percent); however, 27 providers (46 percent) answered all three questions correctly. Most providers believed that confidentiality policies require clients' consent to provide information about their illness and treatment to their family (56 providers, or 95 percent)-for example, "[The family] wanted to talk to me, but I could not say anything specifically about the client. Even though he might have just passed them in the hall, I could not talk to them to let them know his status. They were really worried about him. But I could not say anything, that was kind of hard."
Although two of the eight providers who were interviewed indicated that they would not speak to a family at all without consumers' permission, more than half of the providers understood that providing general information about mental illness to families did not require consent (35 providers, or 59 percent), and approximately two-thirds understood that consent is not required to receive information from families (38 providers, or 64 percent).
Regression analysis indicated that providers in the partial hospitalization program were significantly more likely than case managers or outpatient staff to correctly identify the types of information that are confidential (F=1.30, df=6, 43, p=.04). Gender, race, education, professional discipline, and attitudes toward collaboration were not significant predictors of correct identification of the types of information that are confidential.
In contrast, most family respondents (40 respondents, or 59 percent) correctly believed that confidentiality prohibits providers from giving them information about their consumer relative without written consent but that they could give providers information. Many families incorrectly believed that confidentiality did not allow providers to give families general information about mental illness (25 families, or 37 percent).
Implementation of confidentiality
Although a majority of providers believed that clients and their families were responsible for requesting the release of information (31 providers, or 53 percent), they also indicated that they routinely initiated the release process (31 providers, or 53 percent). In addition, three-quarters of providers believed that staff should initiate family involvement (43 providers, or 73 percent). Qualitative data indicated that providers generally believed it was the consumer's responsibility to initiate the release process-for example, "All of our people are over 18 so they are treated as adults . . . . I usually leave it up to my client if they want to have their family involved." Moreover, if providers initiated the consent process, this was done on a limited basis-for example, "I pretty much ask all of my clients at one point in time about their families, if they had contact, and if they said no, then pretty much, I drop it"
Few providers reported that they asked clients to sign a release formten providers (17 percent) reported doing so for all clients, and nine providers (15 percent) reported doing so for more than half of their clients-and most reported that few or no clients on their caseload had provided verbal permission or signed a release form. Interviews further revealed that whether providers asked for verbal permission or required written consent varied across providers. Providers who were interviewed suggested that consumers are generally willing to sign a consent form. However, providers explained that the likelihood of receiving consent was much lower if they introduced the form when the consumer was in the middle of a crisis or problem situation.
Similarly, most family respondents reported that they were unsure whether their consumer relative was asked to sign a consent form (42 respondents, or 62 percent) or had signed a consent form (39 respondents, or 57 percent). One-third (22 respondents, or 32 percent) reported that their relative was asked and had given verbal permission to the provider to release information to them. Most families reported that they had not requested information from providers (39 respondents, or 57 percent).
Discussion
The study results confirm assertions that providers interpret confidentiality policies conservatively (25, 39) and believe that information cannot be provided to clients' families without consent. However, the results also indicate that providers are interpreting the law as being more restrictive than even the most conservative legal interpretation by believing that consent is needed to provide general information about mental illness or receive information from families.
There are two possible reasons that providers may be interpreting confidentiality policies so restrictively. First, providers may hold negative attitudes toward collaboration with families and, consequently, be hiding behind the veil of confidentiality to avoid communicating with families (24, 40) . Although the results of our study showed that providers with more negative attitudes toward collaboration were more likely to perceive confidentiality as a barrier to collaboration, no association was found between providers' attitudes toward collaboration and providers' implementation of confidentiality. Further research is needed to examine this relationship.
Second, providers' restrictive interpretation of confidentiality may be the result of informal agency guidelines. The desire to simplify the complexities of confidentiality policies may result in mental health programs' merely emphasizing the duty to protect client information. Study findings indicate that providers' understanding of confidentiality was significantly associated with program affiliation, suggesting that information and misinformation about confidentiality may be informally learned on the job.
Limitations
Generalizability of the results of this study may depend on whether mental health authorities have statutes, regulations, guidelines, or training in place and how thoroughly information is disseminated to providers. In addition, the study included only providers and families from community mental health programs. Further research is needed to ascertain whether differences exist in inpatient and outpatient settings. Other limitations of the study include the low rate of participation by outpatient providers, which administrators attributed to providers' status as contract employees, given that these providers are paid only for their time serving clients, have irregular schedules, and work in multiple offices. Although these providers received a complimentary lunch and $10 compensation for their time, additional incentives are necessary to engage them in research.
Implications
Although considerable harm may be done by inappropriately disclosing confidential information, harm may also result from inappropriately protecting information. Confidentiality policies maintain that it is for the consumer to decide whether to disclose or protect confidential treatment information (2,41). The results of this study suggest that current implementation of confidentiality policies does not seem to facilitate consumers' making these decisions when they have the capacity to do so.
These findings replicate those of a nationwide study that found that few consumers were asked for their oral or written permission (42) . Providers who interpret confidentiality simply as "the duty to protect" without providing consumers with the choice to disclose are by default making the decision on behalf of the consumer that information should not be released. Lack of communication between providers and members of consumers' support networks may increase consumers' sense of isolation, prevent early intervention, and reinforce stigma by communicating the message that mental illness is "not something to talk about."
Many of the providers in our sample believed that consumers and their families would present a request if they wanted information released. However, few families made such requests. One explanation suggested by this study and by previous research is that many families do not expect confidentiality to be a barrier in communicating with providers and therefore do not feel the need to make specific requests for information, believing that all relevant information will automatically be shared with them (42) . Given that providers' understanding and implementation of confidentiality policies varies by program affiliation, families and consumers are implicitly expected to follow different requirements depending on the services they are receiving. These findings call into question whether the expectation that families and consumers will initiate the consent process is realistic.
As presumed with the creation of the Federal Privacy Rule, the results of our study suggest that there is enormous variability in the implementation of confidentiality policies. The intention of the rule is to provide standards to alleviate that variability. However, the standards provided within the rule for releasing information to families are considerably more lenient than clarifications made within state statutes (31) , and the current interpretation and implementation of confidentiality policies revealed in this study. Although 95 percent of the providers in this study indicated that information could not be released to families without consent, the rule states that "imposing a requirement for consent or written authorization in all cases for disclosures to individuals involved in a person's care would be unduly burdensome for all parties" (43).
It is unclear whether states with silent statutes, such as Pennsylvania, will decide to follow the more lenient Federal Privacy Rule or formalize more conservative guidelines that would preempt the federal standards. As mental health authorities work toward compliance with the rule, it will be important to develop consistent procedures for releasing information to the families of persons with mental illness.
Recommendations
On the basis of our findings, we make the following recommendations regarding the release of information to families of adults with mental illness. First, guidelines and procedures should clarify that it is the client's choice to protect or disclose confidential information. Second, written explanations of procedures for releasing information to families should be provided to consumers and their families. Third, given that consumers may be more likely to sign a consent form as a matter of routine rather than at the point of crisis, providers should initiate the consent process annually or semiannually. Fourth, agencies that require written consent for the release of information to families may need to modify their forms to ensure their appropriateness (44) . Many agencies use inappropriate interagency release forms for families, which include time limits of 30, 60, or 90 days that require frequent updating for the sharing of information on an ongoing basis (33) . Finally, guidelines and procedures should clarify the types of information that are confidential and emphasize that sharing general information about mental illness and receiving information from families does not violate confidentiality.
Conclusions
The results of this study suggest that providers' interpretation and implementation of confidentiality varies tremendously and seems to pose a barrier to collaboration between the provider, the consumer, and the consumer's family, which is currently recommended for the treatment of serious mental illness. Although providers believed that consent was needed for the release of information to families, few providers asked for or obtained client consent. As states and local agencies work toward compliance with the Federal Privacy Rule, guidelines and procedures are needed to address the variability in the implementation of confidentiality policies. ♦ 
